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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

NOTICE: This report is mandatory under Public Law 93-275. Failure to comply may resait in criminal fines, civil penalties and other sanctions as provided hy
iaw. Far the sanctions and the provisions conceming the confidentiality of information subnoitted on this form, see Geperal Information: portion of the mstrictions.
Title 18 USC 1001 makes it a criminal offemse for 2ny person knowingly and willingly to make to any Agency or Department of the United States any false,
fictitious, or frandulent statements as o any matter within its jurisdiction.

RESPONSE DUE: ‘

Within | hour of the incident, sibruit Schedule 1 and lines M - Q m Schedule 2 as an Fmerpency Alertveport if criteria 1-8 are met.

Wittan § hours of the incident, submit Schedule | and lines M - Q in Schedule 2 as a Nommal Report if only criteria 9-12 are met.

By the later of 24 hours afier the recognition of the incident QR by the end of the next business day submit Schedule 1 & lines M -~ Q In Schedule 2 as a System
Report if criteria 13-24 are met Note 4 00pm local time will be considered the end of the business day

Subnut updates as needed and/or @ final report {all of Schedules | and 2) within 72 houss of the incident.
For NERC reporting entities registered in the United States; NERC has approved that the form OE-417 meets the subraittal requivements for NERC. Thete may
be other applicable wgional, state and local reporfing requirements.

METHODS OF FILING RESPONSE
(Retain a completed copy of this form for your files.)

Online: Submit form via online submissipn at: hggs:f!one.ﬂctI:doe.goviOEél1 1
FAX: FAX Form OE-417 to the following facsimile namber: (202) 585-8483.

Alternate: IE you are unable to submast online or by fix, forms may be e-mailed o doehgeocfhio doe goy, or ¢all and report the information to the
following telephone aumber; (202) 586.8100.

SCHEDULE 1 -- ALERT CRITERIA

(Page 1 of 4)

Criteria for Filing (Check all that apply)
_-See Instractions For More Information

1.1 ] Physical attack that canses major interruptions or impacts o citical infrastruciure facilities or to operations

2. [X ] Cyher event that causes inferruptions of ¢lectrical system operations

EMERGENCY ALERT

File within 1-Hour 3.{ ] Compiete operational failure or shut-down of the transmission and/or distribntion electrical system

4.1 ] Electrical Sysiem Separation {(Islanding) where part or parts of 2 power grid remain(s) operational in an otherwise

If any box 1-8 an the right is blacked out area or within the partial failure of an integrated electrical system

checked, this form must be

iﬂﬁ:;d! Wﬂg’t;clkhgm °f:::y. 50 ] %Jm_:z:;ollcd loss of 300 Megawatts or more of fimm system loads for 15 minutes or more from a single
Alert (for the Alert Status) on 1ac
Line A below. - . . . .

& [ ] Fimn load shedding of 100 Megawatis or more implemented under emergency operational policy
7.[ ] System-wide veltage reductions of 3 percent or more
& | ] Public appeat to reduce the use of efecinicity for purposes of mainfaining the continnity of the Bulk Electric System

NORMAL REPORT -

File within 6-Hours 9 | ] Physical attack that could potentially unpact eleciric power systern adequacy or reliability; or vandalism which

. targets components of any security systems
If any box 9-12 on the night is
checked AND none of the 10. [3¢] Cyber cveat that could potestiaily impact electric power system adequacy or relibility
‘boxes 1-8 are checked, this
form most be filed within 6 11.[ ] Loss of electric service to more than 50,000 customers for 1 hour or more
haurs of the incident; check
Normal Report (for the Alest 12.[ 1 Fuel supply emergencies that could impact electric power system adequacy or reliability
Status) on Line A below.
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SCHEDULE 1 -- ALERT CRITERIA -- CONTINUED
(Page 2 of 4}
13.] | Damage or destruction of a Facility within it Reliability Coordinator Aves, Balancing Authority Area or
Transmission Operator Area that results in action(s) to avoid & Bulk Electric System Emergency.

14, | ] Damage or destruction of its Facility that results from actual or suspected antentional human action.

15.1 1 Physical threat to ity Facility excluding weather or nafusal disaster related threats, which has the pofential fo
degrads the normal operation of the Facility. Or suspicious device ot activity at its Facility.

16.[ 1 Plysical threat to its Bulk Electric System control center, excluding weather or nafural disaster related threats, which
SYSTEM REPORT has the potential to degrads the normal operation of the contro! center. Or suspicious device or activity at its Bulk
File within 1-Business Day Electric System control center.

Tfany box 13-24 o the rightis | 17.[ ] Bulk Elsctric System Emergency resulting in voltage deviation on a Facility; A vollage deviation equal to or
checked AND none of the. greater than 10% of nonmnal voltage sustained for greater than or equal {o 15 contimious minmtes.

boxes §-12:are checked, this

" form must be filéd by the later | 18.{ ] Uncontrolled loss of 200 Mepawatis or more of firm system louds for 15 minutes or more from a single incident for

of 24 hours 4fiér the entities with previous year's peak demand less than or equal to 3,000 Megawatts
recognition of the incident OR,
by the end of the acxt busmess | 15[ ] Total generation loss, within one minute of. greatet than or equal to 2,000 Megawatis in the Eastern or Western
day. Note. 4:00pm local tine Interconnection or preater than or equal to 1 400 Megawatts in the ERCOT Interconnection.
will be considered the end of :
the business day. Check 20.{ ] Complete loss of off-site power (LOOP) affecting a nuclear generating siation per the Nuclear Plant Interface
System Report (for the Alert Requirements.
Status) on Line A below.

21.[ ] Unexpected Transmission loss within its aren, contrary to design, of three or mose Bulk Electric System
Facilities caused by a common disturbance {excluding snecessful antomatic reclosing).

32.[ 1 Unplanned evacuation fiom its Bulk Electric System control center facility for 30 continuous minutes or more.

23,1 ] Complete loss of Interpersonal Communication and Altemaiive Interpersonal Comsuunication capability affecting
its staffed Buik Electric System control center for 30 continuous muinites or mare,

24.1 ] Complete loss of monitoring or centrol capability at #is staffed Bulk Electric System coatrol centex for 30
CORNAUNYS MINUtes OF TOore.

K significant changes have occurred after filing the initial report, re-file the form with the changes and check Update (for the Alert Status) on Line A below.

The form must be re-filed within 72 hours of the incident with the Jatest information and Final (Alert Status) cheeked on Line A below, unless npdated

) Emergency Alert. | Nomnal Report System Report Update Final
A | Alert Status (check one) - IX] {1 ] ] Il
1 Hour 6 Hours 1 Business Day As required 72 Howz
sPower

B. Organization Name

2180 South 1300 East Suite 600 Salt Lake City Utah 84106

C. Address of Principal Business Office
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ELECTRIC EMERGENCY INCIDENT AND

DISTURBANCE REPURT

SCHEDULE 1 -- ALERT NOTICE

Geogmphic Area(s) Affected + LHah; Salt Lake County; Wyoming: Converse Coundy;
{Comnty, State)
E Date/Time Incident Began [ 1Eastem [ JCemtral [X]Mouniain
) {(mem-dd-yy/hthomm) using 24-hour clock [ JPacific [ JAlaska [ 1Hawaii
F DatesTime Incident Ended [ JEastem [ ]Central [XIMountain
- (rvm-dd-yy/ hhrmm) using 24-hour clock [ ]Pacific f JAMlaska [ §Hawair
Did the incident/disturbance originate in yous
. system/area’? {check one) ] Unknown [ X]
Estimate of Amount of Demand Invelved
H (Peak Megawatts) . Zero TX] Unkaown | }
L Estimate of Number of Customers Affected Zero [X] Unlmown | |}
' Clieck all. that apply
J. Cause K. Impact’ L. Actinn Taken
00 None
3 Control center loss, failure, or evacnation
0  TLoss or degradation of control center monitormg
of communication systems
00 Unknows O Damage or destruction of a fcility
O Physical atiack 1  Electrical system separaiion (islanding) 5 Nome
O Threat of physical attack O Complete operational failiwe or shutdown of the | g 4 i Toad: Load shedding of 100
O Vandabi transmission and/or distrbution system MW ot miore implemented
O Theft 0O  Major tranamission system interruption (three or gency operational policy (manually
[0 Suspicious activity more BES elements) or automatically via UFLS or remedial
O Cyber event (information techaology) H Major distribution system internuption action scheme)
B Cyber event (operational technology) O Uncontrolled loss of 200 MW or more of firm O Public appeal to reduce the use of
00  Fuel supply emergencies, interraption, or systeza loads for 13 minutes or more electvicity for the purpose of maintaining
defici 0 Loss of electric service to more than 50,000 the continuity of the eleciric power
0  Generator loss er failure not due to fuel supply customers for 1 hour ox more system
interruption or deficiency or transinission O System-wide voltage reductions or 3 percent or T Implemented a waming, alert, or
failure nore contingency plan
O Tansmission equipment failurs (not inchudi O Voltage deviation on an individual facility of O Voltage reduction
substation or switchyasd) 210% for 13 miautes of mere O Shed Iteruptible Load
O  Failure at high voliage substation or smatchyard O Inadequate electric resources to serve load O Repaired or restored
O Weather or natural disaster O Generating capacity Joss of LAWMWormore | 1y y\pioaion implemented
o o tor action(s) 00  Generating capacity loss of 2,000 MW or more B Other
O Other O Complete loss of off-site power to a maclear B Additional Information/C ents
. - ) enerating stabion ARer lsaming of the polential cause of the rebaat, sPower
E_ Additional Information/Comments: _ E st bsofiig 50 deployment af an update 1 remove e
Inifad assessment myealed that o firewnl] exploRt was Wely uliizedto | @ Other expioited ulnemtiity
axverute s denial of service attack that coused the Srewalls to reboot
leading 1o an approximately 5 minute communications ouiane Additional Information/Comments:
Firewal rebonis fted in briel ications otitages
{approximalely 5 mizntes) ficid dnvices at sites and bely
the sites nd sPower's Control Center




£3/7/2019 5:52:00 PM Submitted to DOE

ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

SCHEDULE 2 — NARRATIVE DESCRIPTION

(Page d of &)

Information pn Schedulg 2 will not be disclosed o the public fo the axtent that it satigfies the criteria for éxamption nder the Freedom of nformation Act, 2.2.,
axamptions far corfidantial commercial information end frade secrels, certain information that could endanger the physical safety of an individuai, or

information desig

ated az Critical Energy Bifrasivucire Information.
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Document 2

FLECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

NOTICE: This report is mandatory under Public Law 93-275. Failure to comply may result in criminaf Baes, civil penalties and other sanctions as provided by
law. For the sanctions aid the provisions concerning the confidentiality of information subsmitted on this form, see General Infonmation portion of the instructions.
Title 18 USC 1001 mzkes it a criminal offense for any person knowingly and willingly to make to any Agency or Department of the United Skates any false,
fictitious, or fraudulent statements as to any matter within its jurisdiction.

RESPONSE DUE;

Within 1 hour of the incident, submit Schiedule I and lines M - Q in Schedule 2 as an Emergency Alent report if criteria 1-8 are met.

Within 6 hours of the incident, submit Schedute T and lines M - Q in Schedule 2 as a Normal Report if only critesia 9-12 are met.

By the tater of 24 hours after the recognition of the incident OR by the end of the next business day submit Schedule 1 & lines M - in Schedule 2 as a System
Report if criterin 13-24 ate met. Nofa 4 0fpm local time will be considered e end of the bisiness day

Submis ppdates as needed aad/or a final report (all of Schedules 1 and 2) within 72 hours of thie incident.
For NERC reposting entifies registered in the United States; NERC has approved that the form OE-417 meets the submittal requitemtents for NERC. There may

ba other applicable ﬂ:gmnsi, state and local reporfing requirements.

METHODS OF FILING RESPONSE
{Retain a completed copy of this form foryour files))

Online: Subnnit form via online submission at: hifps:fwww oo netl doe sov/OEAL Y/
FAX: FAX Form OE-417 to the following facsimile number: (202) 586-8485,
Alternate: If yoi are tinable to submiit online o by fax, forms may be e-mailed o doehgecc(@ha doe. pov, or call and report the infovmaiion to the

following telephone number: (202) 586-3100.

SCHEDULE 1 -- ALERT CRITERIA

(Page 1 of 4}

Criferia for Filing (Check 2H that appiy)
See Insiructions For More Information

1.. {1 Physical attack that canses major interraptions or impacts to critical infrastructure ficilities or to operations
2. [X] Cyber event that causes inferruptions of ¢lectrical systamn operations
EMERGENCY ALERT' . . . s .
g File within 1-Hour 3.[ ] Complete operational failure or shut-down of the transmission and/or distribution electrical system
4. ] Electrical System Separation (Tslanding) whers part of parts of a power grid remain(s) operational in an otherwise

1 any bgfé;f o “‘”ﬂ;‘mg:‘;f blacked out area or within the partial failure of an integrated electrical system
filed within 1 hour afthe . .
incident; check Fz 5f 1 Eixg:;:;nl!ed lpss of 300 Megawatts or more of firm system loads for 13 minutes or more from a single
Alert-{for the Alert Status) on
Line A below.

6.[ 1 Fion load shedding of 100 Megawatts or more implemented nnder emergency operational policy
7.1 1 System-wide voltage reductions of 3 percent or more

8.{ 1 Public appeal to reduce the use of eleciricity for purposes of maintaining the continuity of ihe Bullk Eleciric System

NORMAL REPORT
File within 6 Hours. 9.1 1 Physical attack that could potentiaily impact electric power system adequacy or reliabuity; or vandalism which
fargets camponents of any secunity systems
any box 9-12 o the nght s
checked AND none of the 10. [ ] Cyber event that conld potentinlly impact electric power system adequacy or reliability
boxes 1-8 are checked, this
forma must be filed withm 6 11.I 1 Loss of electric service to more than 50.000 customers for 1 howr or more
hovirs of the incident; check
MNarma! Report (for the Alest 12.[ 1 Fuel supply emergencies that could impact slectrc power system adequacy or reliability
Status) on Line A below.
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SCHEDULE | - ALERT CRITERIA -- CONTINUED
(Page 2 of 4)

13.[ 1 Damags or destruction of a Facility within its Reliability Coordisator Area, Balancing Authority Area or
Transmission Operator Area that results in action(s) fo avoid a Bulk Flectsic System Emergency.

14. [ ] Damage or destruction of its Facility that results froms actual or suspected intentiopal human actian,

15.[ 1 Physical threat to its Facility excluding weather or natural disaster related threats, which has the potentiai to
degrade the aormal operation of the Facility. Or suspicious device or activity at its Facility.

) 16.f ] Physical theeat to its Bulk Flectric System control center, excluding weather or natural disaster related threats, which
- SYSTEM REPORT. has the potential to degrade the normal operation of the control center. Or suspicious device o activity at its Bulk
File within I-Basiness Day Eiectre System control ceater.

Fany box 13-24 on the rightis | 17.1 ] Bulk Electric System Emergency resulting in voltage deviation on a Facility: A voltage deviation equial to or
checked AND none of the greater than 10% of nominal voltage sustained for greater than or equal to 15 continnous minates.

boxes 112 are checked, this

form must be filed by the later | 18.] 1 Uncontrolled loss of 200 Megawatis or more of firm system loads for 15 minntes or more from a single incident for

of 24 hours after the entities with previcus year's peak demand less than or equal to 3,000 Megawatts
recognifion of the incident OR
by the end of the next husiness. | 19.[ ] Totul generation loss, within one minute oft greater than or equal to 2 000 Megawatis in the Eastern or Western
day. Note 4:00pm local tme Interconnection or greater thau or equal to 1,400 Megawatts in the ERCOT Interconnection.
will bz considered the end of
the business day. Checle 20.{ 1 Complete loss of oft-site power (LOOP) affecting a suclear generating siation per the Nuclear Plant Interface
System Repost (for the Alert Requirements,
Status) on Line A below.

21.[ ] Unexpected Transmission foss within its arca, contmry to design, of three or mere Bulk Electric System
Facilities caused by a common disturbance (excluding successful antomatic reclosing).

72.1 } Unplanned evacoation from its Bulk Eleciric System control center facility for 30 centiouons miontes or more.

23.[ 1 Complete loss of Interpersonal Communicarion and Altemative Interpersonal Comunmication capability affecting
its staffed Bulk Electric System control center for 30 confinuous minutes or more.

24.1 ] Complete loss of monitoring or control capability at its staffed Bulk Electric System conirol center for 30
cOnfinuous msmMLes or more.

Tf sipwificant changes have occurred after fling the initial repaort, te-file the form with the changes and check Updaie (for the Alert Status) ou Line A below.

The form mus: be re-filed withiin 72 honrs of the incident with the latest information and Final (Alert Status) checked en Line A below, unless updated

Emerpency Alert | Nomnal Report System Report Update Final
A, | Alent Status (check one) {1 [ 1 I 1 IX1 [
1 Hour 6 Hours 1 Business Day As required 72 Hours
sPower

B. Organization Name

2180 South 1300 East Suite 600 Salt Lake City Utah 84106

C. Address of Principal Business Office
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ELECTRIC EMERGENCY INCIDENT AND

DISTURBANCE REPORT
SCHEDULE 1 - ALERT NOTICE
Geopraphic Area(s) ‘ 6aiﬁ6 : ty, Los Angel Cotmty; Utaly: Salt Lake County; Wyoming: Converse County,
D p ;
. (Covaty, State} '
DatefTime Incident Began _ pa-_08 -2019 7/ 09 12 { JEastem [ ]Central [)]Mountain
{mum-dd-yy/hh ) using 24-hour clock mo  dd ¥V hh J3ieer) [ }Pacific { lAlaska [ |Hawaii
F Date/Time Incident Ended 03 -_05 -20197_18 - 57 | 1Eastem { ]Ceniml [J¥]Mountain
) {men-dd-yy/ hhamm) using 24-hour clock mo dd yv hh m [ Pacific { JAleka [ ]1Hawsn
Did the incident/distuchance origmate it your
G. system/area? (check one) Yes[ 1} Nol ] Unknown [ X]
Estimate of Amount of Demand Tovolved
B Peak Megawatts) Zeso [ X1 Unkoown [ ]
‘L Estitnate of Nuber of Customers Affected Zewo D] Unknown | ]
Check all that apply
I. Canse K. Impact L. Action Taken
O  Noge
[ Contrel center loss, failure, or evacnation
3 Loss or degradation of control center monstoning
or communication systems
O Unlnown 8 Damage or destruciion of a fcility
€1 Physical atiack [ Electrical system separation (islanding} O Noge
01 Theeat of physical astack O Complete operational failure or shutdown of the | 1y 1,4 Fioyn T nad: Load shedding of 100
1 Vandalism transmission and/or distribution system MW or more implemented under
O Theft 8  Major dansmission system inferruption {three or gency operational poficy (numualty
1 Suspicious activity more BES elements) or automatically vig UFLS or remedial
O  Cyber event (information techaology) L Major distribution system intemmption action scheme)
®  Cyber event (operational technology) B Uncoatrolled loss of 200 MW or more of firm O  Puoblic appeal to reduce the use of
[0 Fuel supply emergencies, interyuphton, or system loads for 15 sunutes or more electricity for the purpose of mamtaining
deficiency 01  Loss of electric service to more than 50,600 . the continuity of the electric power
{1 Genertor loss or failure not due o fuel supply customers for 1 bour or moce sysiem
i tion or deficiency or transmission O  System-wide voltage reductions or 3 percent of | Tl f o warting, alert, of
failure more - contingency plan
O Transmission equipment failuce (ot including | ¥ O/E® deviation on an individual Bttty of | 1 yoiepe reduction
substation or switchyacd) 210% for 13 miates or more O Shed Interruptible Load
[1  Failuse at high voltage substation or switchyard O Inadequate electric resources to serve oad O Repaired or restored
[  ‘Weather or natural disaster O Genemiing capacity Ioss of 1 400 MW or more O Mitigation impl ted
01 Operator action(s) 0  Generating capacity joss of 2,000 MW or more B Other
O Other O Complete loss of off-site power to a suclear ®  Additional Inf: Hon/C ents
¥ Additionsl Information/Comments: generating station ot o ot b
{ritiai asseasment revenlad that a firewall exploll was Eely uiiized to B¢ Other exploited vulneratilty
exerute a denial of service aitsck that caised the firewals fo reboot
tending o fin approximatsly 5 mintle communications culsge B Additional Information/Comments:
Firewall reboots resuited in brief ieations ouiages
(approximatety § minutes) between fietd devices o sifes avd between
the sites and sPower's Control Centar




1 3/8/2019 3:58:00 PM Submitted to DOE_

ELECTRIC EMERGENCY INUIDENT AND
DISTURBANCE REPORT

SCHEDULE 2 - NARRATIVE DESCRIPTION
(Page 4 of 4}
Inférmation.on Schedule 2 will not be disclosed to the public iv the extent that it saisfies the criteria fir exemption under the Freedom of Information Act, .2,
axemptions for confidentiol commercial information and trade secrats, ceriain information that conld endanger the physical safety of an individnal, or
information designuted as Crifical Enargy Infrasiructurg Information.

st if yoo approve of all of ihe information provided en the Form being submitted to. the North Ammcaﬁlncm




Document 3

From: Tarduoana, Matthew

To: Evans, Karen S; Lotig, Adrenne

€ex Kenneth Buell (Kenneth. Buell@ha.dee.cov); Kumar, Puesh
Subject: Follow-Up on Denial of Service Incident

Date: Friday, March (8, 201% 5:59:00 PM

OFFICIAL USE ONLY

All,

| wanted to quickly follow-up on the denial-of-service (DoS} incident experienced by sPower, a
company that owns and operators solar and wind generation assets in several states, that we noted
this morning. | spoke with the operations manager of sPower this morning and the E-ISAC has also
been in contact with the company. '

On March 5, sPower noted a series of brief communication outages between their control center
and their remote sites. Upon further investigation, the communications outages were determined to
have been caused by firewall reboots. After consulting with Cisco, the firewall manufacture, it was
determined that the firewall reboots were caused by a Do$ attack exploding a known vulnerability.
Cisco recommended a firmware update, which sPower has been deploying across their system, after
testing for compatibility. The DoS incdent was observed intermittently over a 12 hour period and no
further activity has been observed since this time. sPower has reviewed log files and has found no
evidence of a breach beyond the DoS attack. Additionally, the incident did not have any impacts on
gperations.

When | spoke with sPower they did not expect to need any additional support or have any ongoing
concerns; however, they will contact us if there are any issues. (b) (7XE)

We have been providing DOE’s Office of intelligence and
Counterintelligence with updates and they are ready to investigate any indicators, as appropriate,
and have been checking for any related incidents. We will work with IN and the ISACs to provide
appropriate information to the sector as available.
Please fet me know if you have any questions.
Best Regards,
-Matt
Matthew T. Tarduogno
Infrastructure Security & Energy Restoration
Office of Cybersecurity, Energy Security, & Emergency Response
U.S. Department of Energy
Office: 202-586-2892 | Mabile: {b) (6)
Matthew.Tarduogno@hg.doe.gov
OFFICIAL USE ONLY



B FfLMUF TLyddebetd TIV) SULETHLLCL LY L

nt 4

ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

NOTICE: This report s mand:tnr;. pader Public Law 93-275. Failure to comply may resnlt in criminal fines, civil penalties and other sanchions as provided by
faw. Forthe sanctions and the provisions condeming the confidentiality of information submitted on this forni, see General Information pertion of the instructions.
Title 18 USC 1001 makes it 2 criminal gifense for any persou mowingly and willingly to make to any Agency ar Depariment of the Unites States any false,
fictitivns, or fraudulent statements as to any matter within its jurisdiction.

RESPONSE DUE:

Within 1 heur of the incident, submit Schedule 1 and fizes M - Q in Schedule 2 as an Emergency Alert report if eriteria 1-8 are met.

Within 6 hours of the incident, sabort Schedule 1 and lines M - @ in Schedule 2 as a Normal Repont if only criteria 8-12 are met.

By the later o 24 hours after the recognition of the incident OR by the end of the next business day sabmit Schedule 1 & haes M - (F in Schedule 2 as a System
Réport if eriteria 13-24 ase met. Nota 4 Mpn: local time will be considered the end of the business day '

Submit updates as needed and/or a final report (all of Schedules | and 2) within 72 hovrs of the incident.
For NERC reposting entities registered in the United States; NERC has approved that the form OE-417 meets the submitial requirements for NERC. There may

be other applicable regional, state and local repodting requirements.
METHODS OF FILING RESPONSE
{Retain a completed copy.of this foms for your files.)

Online: Submit form via online submission af: https:/iwww. oenetl doe sowQE417/
FAX: FAX Form OE-417 to the fo]luwmg facsimile mmber: (202) 586-8485.

Alternate: I your are umable fo submit online or by fax, forms may be e- maﬂed to dochaeoci@ha dos pov, or call and report the information to the
following telephone number: (202) 586-8100.

SCHEDULE 1 -- ALERT CRITERIA

{(Page 1 of 4}

Criteria for Filing (Check ali that apply)
See Insirnctions For More Information

L[ ] Physical attuck that canses major interruptions or impacts to eritical infrastmcinre facilities or o operations

2.[X] Cyber evest that causes inferruptions of electrical system operations

EMERGENCY ALERT

File within 1-Hons 3.[ ] Complete operationat faiture or shut-down of the transmission and/or distnbution electrical system

4.[ ] Electrical System Separation (Islanding) where part or parts of 2 power grid remain(s} aperational in an otherwise

iﬁ;:i:z‘;i ﬁon ﬂwmx:sgth:);s blacked out area or within the partial faiture of an integrated electical system
ﬁfmvgm] i] hEour ofi:-y 5F ] %&?Hd foss of 300 Megawaits o more of finm system loads for 15 minutes or more friom a single
Atert (for the Alert States) on
Line A below:

6.] 1 Ficea load shedding of 100 Megawatts or more implemented under emergency operationai policy
7.{ 1 System-wide voltage reductions of 3 percent or more

8.1 1 Public appeal to reduce the use of electricity for purposes of maintaining the coatinuity of the Bulk Electric System

NGRMAEL REPORT
File within 6-Hours 9.{ | Physical attack that could potentially impact electric power system adequacy ot reliabality; or vandalism which
) targets components of any secunty systems
If any box 9-12 on the rghtis
cheekied AND none of the 10. [ ] Cyber eveni that could potentially impact electric power system adequacy or reliabiity
boxes 1-8 are checked, this
form must be filed withia 6 11.[ 7 Loss of electrc service to more than 503,000 customers for 1 kour or more
hours of the meident; check
Nomnal Report (for the Alert 12.[ ] Fuel supply emergencies that conld impact electric power systern adeguacy or reliability
Status) on Line A below.
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SCHEDULE 1 - ALERT CRITERIA -- CONTINUED

(Page 2 of 4)

SYSTEM REPORT
File within I-Basiness Day

If any box 13-24 on the rightis
checked AND none of the
hoxes 1-12 are checked, this
form must be filed by the later
of 24 hours after the
tecognition of the incident OR
by the end of the next busmess
day. Nota. 4:00p= local time
will be considerad the end of
the bustness day. Cheek
Systen Report (for the Alert
Status) ot Line A below.

3.1

14.
15.1

16.]

17 [

18]

211

22.1

731

24.1

1 Damage or destruction of a Facility within its Reliability Coordinator Atea, Balancing Authority Area or
Transmission Operator Area that resulis in action(s) to avoid a Bulk Electric System Emergeacy.

] Damage or destruction of its Facility that resuits from actual or suspected intentional human action.

} Physical threat to its Facility excloding weather or natural disaster related threats, which has the polential to
deprade the normial operation of the Facility. Or suspicious device or activity at its Facility.

] Physical threat to its Buik Electric System control center, exciuding weather or natural disaster related threats, which
fins the potential to degrade the normal operation of the conirol center, Or suepicious device or activity at its Bulk
Electric Sysiem controf center.

} Bulk Electric System Emergency resulting in voltage deviation on a Facility; A voltage deviation equal to or
greater than 10% of nomnal voltage sustained for greater tinan or equal to 15 continnous munutes.

] Uncontrotled loss of 200 Megawatts or oxore of frm system loads for 15 mimites or more from a single inciden for
eatities with previous year's peak demand less than or equal 1a 3,000 Megawatts

1 Total generation loss, within cne minute of: greater than or equal to 2,000 Megawaits in the Eastern or Western
Interconnection or greater than or equal to 1,400 Megawatts in the ERCOT Inferconnection.

] Conplete loss of offsite power (LOOP) affecting a nuclear generating station per the NMuclear Plant Interface
Requirements.

] Unexpected Transmvission Joss within 1t area, contrary to design, of three or more Bulk Electnic System
Facilities cansed by z common disturbancs (excluding saccessful antomatic reclosing).

1 Unplanned evacuation from fis Bulk Electric System control center fzcility for 30 contimions minutes or more.

1 Complete loss of Interpersonal Communication and Alternative Interpersonal Commuaication capability affecting
its staffed Buik Electric System control center for 30 continnous mimutes o meore.

1 Compleie Joss of monitoring or control capability at its staffed Bulk Electrie System control center for 30
continuous miputes or more,

Al Alert Status {check one)

If sipnifidant changes have occurred afier filing the initial report, re-file the forn with the changes and check Update {for the Alert Status) on Line A below.

‘The form must be re-filed within 72 hours of the incident with the latest information and Final (Adext Status) checked en Line A below, uniess npdated

ks

System Report
(1

1 Business Day

Emergency Alert | Nommal Reponrt

{1
1 Hour

B. Organization Name

sHower

C. Address of Principal Business Office

2180 South 1300 East Suite 600 Sait Lake City Utah 84106
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ELECTRIC EMERGENCY INCIDENT AND

DISTURBANCE REPORT
SCHEDULE 1 —- ALERT NOTICE
ge 3. 0f 4
n Geographic Area(s) Affected Catifornia: Kem County, Los Angeles County; Utah: Salt Lake County; Wyoming: Converse Gounty;
) {County, Staie)
E Date/Time Incident Began 0-_05 -20i8./. 06 12 { JEastem [ 3ICeatral IX]Mountain
N (mam-dd-yy/hham) using 24-hour clock mo  dd bod fth [reeerd { JPacific [ GJAlaska [ ]Hawaiu
F Date/Time Incident Ended 03 - D5 -2019/ 18 :_ &7 { ]Eastem [ JCentm! I[X]Mountin
. {rom-dd-yy/ hbomm) using 24-howr clock mo  dd Yy hh mam { JPacific [ JAlaska [ ]Hawan
Did the incidentidishrbance originate i your
G. systervarea? (chieck one) Yes] 1] Nol 1} Vinkmown [ ]
o0 Estimate of Amuu;; :.; ?V:s:::)nd Involved Zero [X] U nkuc'vm [
L Estimate of Number of Custorers Affected Zew [X] Usnknowa [ }
. Check all that apply '
K. Cause K. Impact L. Actien Taken .
&1 None
1 Control cenier loss, fathure, or evacuation
1  Loss or degradation of control center monitoring
or communication systems
O  Usknown O Damage or destruction of 2 facility
[ Physical atiack 0 Electrical systern separation (islanding) 0 Nome
O 'Threat of phiysical attack O Complete operational failure or shutdown ofthe | 5 1.0 4 Fjryy Toad: Load shedding of'100
O Vandalism transmission and/or distribution sysiem MW or more implemented under
O ‘Theft 0  Major transmission system inferreption (theee or operational policy (manually
O Suspicious activity more BES clements) or automatically via UFLS or remedial
O  Cyber event (information technology)} L Major distribution system interruption gction scheme)
& Cyber event (operational technology) M Uncoutrolled loss of 200 MW or mare of finn 3  Public appeal to reduce the use of
[0  Fuel supply emergeacies, interraption, or system loads for 15 minutes or more electricity for the purpose of maintaining
deficiency (3 Loss of electric service to more thas 50,000 the contiawity of the clectric power
O  Generator loss or fasiure not due to fael supply oss for 1 hoar or more system
interruption or deficiency o transmission 0 System-wide voltage reductions or 3 pewent or 1 Implemented a warning, alest, or
failure maore contingency plan 5
7 Transmission equipaent fatlore (not including D Voltage deviation on an individual facility of O  Voltage raduction
sabstation or switchyard) 210% for 15 minutes or more O  Shed Interruptible Load
C  Failue at high voltage substation or switchyard L Inadequate clectric resousces to serve load O  Repaired or restored
I Weather or natural disaster 0 Generating capacity loss of 1,400 MW or miore 0 Mitigation implemented
o dpaa ot action(s) 0 Genexating capacity loss of 2,000 MW ormore | o0y
O  Other O Complete loss of off-site power to a nuclear B Additional Information/Comments
B Additional nformation/Conmments: generating staton mﬂm af i olertid e of he ekt sPower
Initial assessmeni revealed that o frewall 2xploit was skely wliized o B Other expiofted vlneriily
exeside 3 denial of service atack that coused the frewalls io reboot
leading fo an appvoximetely 5 minule of less communications outage | B Additionaf Tofermation/Comments;
Firewal retoits Hed in brief ieations otinges
{approxivately 5 mimides or iess) batween fekf devices at vites and
Detween e sirs and sPower's Conleol Center
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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

SCHEDULE 2 - NARRATIVE DESCRIPTION

(Paged of d)
Information on Séheduls 2 will not ke disclosed 1o the public to the extent that it satisfies tha criteria for exemption under the Frmadom of Information Act, 0.2,
ixamptions for confidential commercial information and trade secrets, certain information fhat coyld endanger the physical safety of an individual, or
information designated as Critical Energy Infrasiructure Information,

i Nreator: Cperations
891){6?9}(3527) :

ifyﬂu_appmve cvfaﬁ eftht: mfmmatzm provided on the Foom bcang mbmmed o ‘lheNuxﬂ: Amenca Elect




